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recession-proof  
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ServiceNow risk products

Build organizational resilience so you can avoid costly business  
disruptions, lower existing expenditures, and accelerate recovery
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Introduction: Future in flux
Over the last several years, the only certainty has been uncertainty. We’ve 
experienced a once-in-a-century pandemic, seen existential threats to the 
international order, and suffered an ever-increasing number of climate and other 
disasters. And now we face rampant inflation, rising interest rates, and the very real 
threat of a recession.

For corporate leaders confronted with a future in flux, the natural instinct is to batten 
down the hatches and wait for the storm to pass. And clearly, financial prudence is 
wise. Cost-cutting and increased scrutiny of investments are needed to weather the 
storm. However, to continue the nautical analogy, you’re not safe below decks if your 
hatches aren’t watertight. And when skies clear, you need to quickly unfurl your sails 
(and sales) to catch the fair wind of economic recovery.

That’s why your survival depends on investing in organizational resilience. 

Now is the best time to adopt processes and technologies that reduce risk, lower 
costs, increase efficiency, and help you maintain top-line growth. For example, if one 
cost-cutting strategy is to optimize your supply chain, then you need to effectively 
manage third-party risk as you adjust your vendor mix. Or, when your business is 
already under stress, can you afford the reputational damage—and potentially 
monumental fines—of a major privacy violation?

Organizational resilience also delivers a profound competitive advantage. 

It isn’t just about riding out the tempest. Studies have shown that organizations that 
invest in resilience rebound more quickly when times are difficult. For example, recent 
research by Boston Consulting Group has found that about 30% of a company’s 
relative total shareholder return (TSR) is driven by how it performs during a crisis.  
Crises widen the gap between high and low performers, and resilient organizations 
lower the shock of crises, recover faster, and recover to a greater extent than their 
less-prepared peers.

In this ebook, we examine six ways ServiceNow can help your enterprise build 
organizational resilience while reducing existing costs and avoiding the financial 
impact of noncompliance and business disruption.
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Airline thrives with integrated 
risk management  
This large airline recognized the need to 
efficiently manage a business does not stop 
when there is an economic downturn—or even 
a pandemic. Until recently, their manual IT risk 
and compliance program was getting in the 
way of doing business. The lack of coordination 
was crippling the privacy program, and the 
vendor risk management program needed 
room to scale. The company was increasingly 
dependent on technology to operate its 
business. Any failure, disruption, breach, 
or delay in implementing changes could 
materially and adversely affect its operations 
and its reputation, resulting in a loss of 
customers.

At the height of the pandemic, the airline 
found their solution in the form of integrated 
risk management (IRM) products from 
ServiceNow. By integrating risk solutions with 
existing ITSM, ITOM, and CMDB functionality,  
the organization had the backbone for 
data privacy teams, IT security teams, 
and infrastructure management teams to 
collaborate and properly map privacy data, 
assess assets and systems, and manage 
data privacy regulations. IRM solutions from 
ServiceNow not only allowed the airline to 
build out a comprehensive risk and compliance 
program, but it also included  ServiceNow 
Vendor Risk Management for a proper end-to-
end, scalable, vendor risk program.

Many risk and compliance teams struggle with siloed applications and disconnected 
processes. So from a hard dollars perspective, they have to license software from 
multiple vendors and maintain multiple systems, resulting in high ongoing expenditures. 
This also creates a fragmented—and often extremely poor—user experience, which 
reduces efficiency and drives up labor costs.

ServiceNow offers a wide range of applications—including a comprehensive risk 
products portfolio—that work together to address common business issues. This gives 
you the opportunity to reduce application costs by consolidating disparate, siloed, 
and costly governance, risk, and compliance (GRC) tools and point solutions—as well 
as other application areas such as IT and HR—on a unified platform. In addition to 
lowering licensing and maintenance costs, you also get an efficient, consistent, and 
connected user experience within your risk organization and across your business.

If you are an existing ServiceNow customer, you can leverage your ServiceNow team 
to rationalize your GRC applications. You can also use ServiceNow® Software Asset 
Management to survey your business’s broader set of deployed applications and 
associated licensing costs, taking a risk-based approach to rationalization  
by understanding the business impact and criticality of the services these  
applications deliver.

Reduce costs by rationalizing  
and consolidating applications
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Increase efficiency and  
lower risk with self-service 

Effective GRC needs to span your entire business. It’s not just about your core risk  
and compliance team—everyone has a critical role to play. Business owners need  
to take responsibility for controls. Employees need to comply with policies. And  
everyone needs to be aware and report new risks as they emerge. Simply put, risk  
needs to be embedded into your first line of defense and placed in the hands of 
everyday employees.

Many resilient organizations already have businesswide processes that address these 
needs, but the processes are often costly because they’re manual and highly inefficient. 
Other less resilient organizations still treat risk and compliance as a siloed business 
function, which leaves yawning gaps in their defenses. And as businesses look to lower 
costs by outsourcing business functions and expanding reliance on third parties, the 
inability to manage risk at scale is becoming an even more pressing issue.

Strengthen your risk posture and reduce costs by embedding risk into everyday work 
using intuitive self-service capabilities from ServiceNow:

•	 Push responsibility for controls to business owners, giving them the tools they need  
to create, manage, monitor, and attest to controls.

•	 Make policies highly visible by publishing them on the ServiceNow Employee Center 
and other portals, and efficiently enforce these policies with role-based interfaces 
and automated approval workflows.

•	 Include every employee in the front line of defense by giving them self-service 
tools to report risks, increasing visibility while avoiding costly manual risk reporting 
processes.

•	 Strengthen and reduce the cost of vendor assessments with dedicated portals 
that automate assessments; streamline collaboration between vendors, vendor risk 
teams, and business stakeholders; and automatically track issues to resolution.

•	 Deliver self-service anytime and anywhere with streamlined experiences built for 
the end user—available on the web and mobile devices. Make it easy for employees 
to do their day-to-day work while helping mitigate risks for your company, such as 
requesting policy exceptions, reporting risk events, requesting vendor assessments, 
and more.
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To reduce the impact of risk and noncompliance, you need to quickly detect issues 
and respond right away. However, many organizations rely on periodic internal and 
third-party audits to drive their responses. While audits are a crucial part of a resilient 
organization, relying on them to trigger responses leaves you acutely exposed to 
massive financial impacts. Consider the following:

•	 Costs for failed compliance can be steep, particularly if that compliance is 
regulated. For example, Meta (Facebook) was fined more than $900 million for 
General Data Protection Regulation (GDPR) privacy violations.2 And even if a 
control isn’t regulated, compliance violations can have a huge direct financial 
impact. For instance, if noncompliance leaves you open to a cyberattack, the cost 
of downtime can run into hundreds of thousands of dollars an hour.

•	 Risks in your third-party network can cause major financial impacts. For instance, 
if a vendor loses financial standing, faces challenges in its labor force or supply 
chain, or is vulnerable to a ransomware attack, this can affect its ability to deliver 
the goods and services you need to keep your business running. There’s no use 
finding out once your revenue streams are disrupted.

ServiceNow gives you the proactive visibility you need to avoid these significant 
costs. We embed risks and controls into everyday workflows on the Now Platform®, 
so these risks and controls are continuously monitored in real time—and you’re alerted 
right away when there’s a problem. Additional platform benefits include automatic 
information retrieval from other internal and external systems to give you instant 
visibility across your entire risk landscape. This includes ingesting feeds from a wide 
range of third-party risk intelligence providers.

Increase visibility, respond faster, 
and avoid financial penalties 
with continuous monitoring 

3
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Minimize the financial impact  
of disasters and other business 
disruptions 

When a disaster strikes, it can cost your business dearly. There’s not just the downtime 
cost but also the cost of lost business. For instance, what would be the impact if your 
e-commerce systems were offline for a week? How many orders would you lose, and how 
many customers would switch to your competitors?

Organizations face many potential disasters and other business disruptions: ransomware 
attacks, data center outages, hurricanes and floods, supply chain disruptions, 
pandemics, wars and civil unrest, and more. When any of these events happen, you 
need an airtight plan that ensures you get up and running again before losses rise to 
unacceptable levels.

ServiceNow Business Continuity Management (BCM) provides a comprehensive set of 
capabilities so you can respond effectively when disasters and disruptions strike. With 
BCM, you and your business stakeholders can identify and assess the impact of every 
type of disaster or disruption.

For example, if you’re a large insurance company, you can model the expected financial 
impact and losses of financial market crashes, regional conflicts, catastrophic weather 
events, and other crises. You can prioritize these scenarios to know where to concentrate 
your business continuity efforts. Some ServiceNow customers take a sophisticated 
approach and use these analyses to proactively mitigate the impact of critical 
scenarios, including taking out insurance to cover potential losses.

BCM also helps you respond effectively when disasters and disruptions actually do hit. 
You can create businesswide recovery plans for each scenario, identifying the actions 
your IT, facilities, legal, HR, vendor, and other teams need to take and how quickly they 
need to act. You can then regularly test these plans in a real-world environment using 
enterprisewide ServiceNow workflows. And you get the confidence that during a real 
crisis your plans will deliver the expected results—whether that’s meeting regulatory 
requirements, quickly restoring your operational capabilities, or continuing to serve  
your customers.
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Your digital assets are critical for business operations. A large-scale cyberattack can 
bring your company to its knees. In addition to the huge direct cost and disruption of a 
breach due to downtime and loss of revenue, there’s also severe reputational damage 
if customer data is stolen. This can lead to a loss of customer trust, decreased sales, 
and plummeting stock prices. 

Cyberattacks are a rapidly growing problem. Between 2020 and 2021, the average 
number of attempted cyberattacks rose 31%.3 This makes cybersecurity a top-of-
mind issue for corporate leaders, with most boards now requiring someone with a 
background in cyber.

With ServiceNow, you can significantly lower the likelihood of a catastrophic breach 
and respond faster if a breach does occur:

•	 ServiceNow® Vulnerability Response lets you identify software vulnerabilities and 
efficiently coordinate patching activities across your security operations and IT 
operations teams. And with continuous monitoring, you can automatically identify 
when a vulnerability has not been addressed within an established service level 
agreement period. So you’re able to shorten your window of exposure and lower 
the chance that an attacker will exploit a vulnerability.

•	 ServiceNow® Security Operations allows your security operations team to respond 
faster to breaches when they happen, integrating information from multiple 
sources to make it easier to diagnose breaches and shut them down. And again, 
it automatically coordinates activities across your security and IT teams, further 
accelerating your response to security incidents.

•	 ServiceNow helps you quickly identify misconfigured hardware by continuously 
monitoring for configuration errors and automating your response. This closes a 
major loophole that attackers often exploit—one that otherwise is often hard to 
detect and can be incredibly costly. For instance, according to a recent study 
misconfigurations can cost an average of 9% of a company’s annual revenue.4

•	 Automatically relay security data to your risk and controls teams to let them know 
if there is a catastrophic risk event they need to mitigate or if a security control is 
failing. For example, if a critical vulnerability hasn’t been patched within a certain 
time period.

Protect digital data and services 
from costly cyberattacks

5
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There’s a common thread running through all of the examples we’ve discussed: 
automation. Not only does automation help you respond faster and more effectively 
to risks but also dramatically boosts productivity. You can reduce costs and make the 
best use of limited resources when times are tight. For instance:

By rationalizing and consolidating applications on the Now Platform, you enable 
seamless end-to-end workflows that accelerate work, eliminating the need for 
multiple tools, by automating repetitive, time-consuming manual processes. For 
example, ServiceNow uses advanced AI to automatically route issues to the right 
team, accelerating responses and reducing costs by preventing issues from bouncing 
from team to team.

•	 Self-service not only strengthens your risk posture but also reduces the burden 
on your risk team by automating processes such as third-party assessments 
and control attestations. And because self-service empowers your business 
stakeholders—for example, by letting them create and manage controls—it also 
helps them work more effectively and efficiently.

•	 Continuous monitoring doesn’t just let you proactively address issues. It also 
automates the process of gathering information for audits, reducing the huge 
effort and cost of manually collecting and verifying data.

•	 ServiceNow Business Continuity Management helps you recover faster and more 
effectively from disasters and disruptions. And it also uses automation to reduce 
the effort of business continuity planning—for example, by automatically gathering 
relevant information from the Now Platform, such as the applications and digital 
infrastructure that need to be restored when a business service is affected by a 
disaster.

Increase productivity and  
lower costs through automation  
and AI
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Don’t just take our word for it
In February 2022, Forrester Consulting 
validated the business value of 
ServiceNow integrated risk products 
using Total Economic Impact™ (TEI) 
assessment data. Here are some of the 
productivity gains Forrester found.

improvement in productivity for  
GRC staff handling risk assessments

improvement in productivity for  
GRC staff responsible for reporting

improvement in productivity for  
GRC staff handling vendor assessments

improvement in productivity for  
GRC staff handling risk-related issues

improvement in productivity from  
reduced time with external auditors 

improvement in productivity for GRC staff 
responsible for vendor risk reporting

reduction in cost of responding to business 
function or application recovery issues

60%

70% 

40% 

40% 

55%  

80%  

39% 



Get fast time to value with 
ServiceNow 
When you’re facing an economic downturn or other uncertainties, you can’t wait years 
for your investments to pay off. With ServiceNow, you get fast time to value and see 
results in just months. 

These ServiceNow customers have quickly implemented IRM solutions from ServiceNow:

•	 AltaGas, a North American energy infrastructure business, implemented an out-of-
the-box solution in just 45 days, including supporting 17 security standards and 120 
controls. And when the company expanded the solution to include control testing,  
it achieved its goal of 80% compliance on all controls in just three months.5

•	 Working with a ServiceNow partner, Adecco IT Services launched a compliance 
management solution in only three months, including more than 8,200 controls and 
continuous monitoring, creating complete compliance coverage across all regions. 
Before using ServiceNow, the company had only achieved 30% compliance.

•	 The city and county of Denver transformed its entire vendor risk management 
process in four months. Among its business outcomes, Denver reduced the time  
to screen a vendor—from six to eight weeks to just one to three weeks.6

6 ways to recession-proof your business with ServiceNow risk products |  9
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Let’s recap: Organizational resilience 
is a win-win
As organizations face uncertainty, they are cutting costs and increasing scrutiny 
of their investments. This is a natural and necessary response, but it needs to be 
accompanied by an investment in organizational resilience. 

Organizational resilience is a win-win opportunity. It allows you to reduce risk so you 
can weather the storm and recover faster to gain a competitive advantage when 
the skies clear. And it’s also a key way to contain costs. You reduce existing costs 
by increasing productivity and efficiency, avoiding the massive costs of business 
disruptions and financial penalties due to noncompliance.

In this ebook, we’ve shown you how ServiceNow risk products and other ServiceNow 
solutions can help you build resilience while optimizing your business operations to 
lower and avoid costs. If you’re already a ServiceNow customer, you can leverage 
your existing investment to strengthen your business and build momentum—even 
during dark times. And if you’re not yet a customer, there’s no better time to start 
transforming your organizational resilience with ServiceNow.

To find out more, visit: www.servicenow.com/resilience.

https://www.servicenow.com/solutions/operational-excellence/risk-and-resilience.html


Fast, Smart, and Connected 
Vendor Risk Management
Enterprises are increasingly reliant on third parties, which increases risk

Today more than ever, third-parties are key partners to your business success. 
Enterprises continue to increase reliance on third parties to help accelerate 
innovation, digital transformation, and growth.  

But this greater reliance on third parties exposes you to higher risk, so a third-
party’s risk posture becomes more important than ever to your own risk posture, 
resilience, and reputation.  

The consequences from a third-party incident are costly and wide-ranging, 
including reputational damage, regulatory actions, and loss of revenue, and 
there are increasing regulations governing the reporting of third-party risk. 

Ultimately, you lay your reputation in the hands of these third parties, which is why 
careful vetting, tiering, and ongoing risk assessments are so important. 

Outdated third-party risk practices and solutions

Until now, vendor risk management has been a time-consuming and error-prone 
exercise comprised of spreadsheets, email, and rudimentary vendor risk 
management tools.

Many existing third-party risk management tools are not designed for front-line 
employees, and neither the tools nor the teams can keep up with the evolving 
third-party risk landscape.

Top challenges faced by enterprises that have not implemented a  
comprehensive Vendor Risk Management program or are using legacy tools 
include:

With these limitations, it’s easy t o see why enterprises have struggled to manage 
third-party risks, meet compliance mandates, and build supplier resilience. 

However, ServiceNow Vendor Risk Management is here to help.

ServiceNow Vendor Risk Management delivers a fast, smart, and connected way 
to manage third-party risk and build supplier resilience.

Limits efficiency of third-party risk monitoring and slowing 
time to identify issues

Prevents teams from keeping pace with
increasing third-party relationships and their
relevant risks

Difficult to access and correlate risk information
in an integrated way across the enterprise

Limited prioritization of third-party risks across
vendor lifecycle or as business requirements
change

Often Manual

Not Scalable

Siloed

Disconnected from enterprise

Seamlessly embedding 
third-party risk 
management and 
compliance into digital 
experiences and workflows, 
enables people and 
organizations to  
work better.

Despite the potential 
for significant 
negative impact from 
third-party risk, vendor 
risk management has 
historically been 
overlooked, 
underinvested and 
disconnected.

Why?

The world works with ServiceNow®

Fast, smart, and connected vendor  
risk management solution brief

Business continuity management 
solution brief

Power your business with risk-informed 
decisions solution brief

SSOOLLUUTTIIOONN BBRRIIEEFF

PPoowweerr yyoouurr bbuussiinneessss wwiitthh  
rriisskk--iinnffoorrmmeedd  ddeecciissiioonnss
EEnntteerrpprriisseess  ffaaccee iinnccrreeaassiinngg rriisskkss

Every day, modern enterprises face significant risk concerns. Consider the potential 
impact of business disruption, technology breaches, and workforce safety issues, as
well as disconnected tools/systems/processes, productivity issues, and brand and
reputation damage. Other risks are ones that can’t be controlled as easily, including 
extreme weather, the ever-growing cost associated with the number of global 
compliance regulations, supply chain disruption—and global pandemics. This last one
previously didn’t seem that likely, but we’ve all experienced how that can change.

These concerns are present for every department across the enterprise. They impact 
how people work and the business’s bottom line.

Governance, Risk, and Compliance (GRC) programs help ensure that enterprises 
address risks and meet compliance mandates. Today, these programs are even
more critical as enterprises around the world embrace digital transformation and
cloud-based platforms. Such innovations enable workforces and customers to easily 
access digital services and processes, but these seamless experiences also bring 
increased risks.

OOuuttddaatteedd GGRRCC pprraaccttiicceess  aanndd ssoolluuttiioonnss

Many existing GRC solutions were developed and implemented before the large-
scale adoption of digital technology. These outdated solutions were not designed for
front-line employees, and they place a heavy burden on risk and compliance teams. 
Neither the tools nor the teams can keep up. Right now, typically every department
in an enterprise has silos of data that these solutions must attempt to work with or
around. Compliance teams are forced to use manual, outdated, and inconsistent risk
management and compliance practices that don’t provide a real-time, overall view of
risk across the business.

Some of the top challenges faced by enterprises that have not implemented a GRC
program or are using legacy tools include:

• SSiillooss ooff ddaattaa aanndd ttoooollss—Multiple risk silos with redundant processes and disparate 
systems cause risk and compliance processes to break down. Enterprises are unable 
to effectively detect, access, and correlate risk information in an integrated way
across the business. With this lack of transparency and no common language, there 
is no way to holistically prioritize critical risks/audit activities based on the impact
to the business. The inability to make risk-informed decisions means employees may
be working on low priority issues first leaving the enterprise open to loss events and
unnecessary risk.

• MMaannuuaall rriisskk  aanndd  ccoommpplliiaannccee  pprroocceesssseess—Many GRC programs today are stymied 
by a variety of tools and manual processes including meetings, phone calls, and
spreadsheets that prevent teams from keeping pace with increasing risks and the
growing number of regulations. It’s time consuming, expensive, and prone to errors, 
making it hard to provide assurance and scale as the requirements increase.

Despite the 
potentially 
significant 
negative impact 
of risks, digital 
and otherwise, on 
company profits 
and reputation, 
GRC is too often 
an afterthought, 
disconnected 
from daily work.
Why?

Rapid digital
transformation

Rising cost
of global
compliance

More pandemics
and extreme
weather

Disnegaged first
line of defense

Growing
digital risk

Greater reliance
on 3rd and 4th
parties

Increasing
reputational risk

Disconnected
tools, systems,
& processes

CCoommmmoonn cchhaalllleennggeess  
ffaacciinngg oorrggaanniizzaattiioonnss
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TOTAL BUSINESS 
VALUE OF 
SERVICENOW’S 
INTEGRATED RISK 
PRODUCTS

Opportunities to manage risk and  
build resilience in real time

Business Continuity Management
Continuity planning, disaster recovery, crisis response

Disruptions are a persistent threat to any organization. Severe weather, natural 
disasters, supply chain disruptions, IT and utility outages all have the potential to 
bring business operations to a halt. ServiceNow Business Continuity Management 
(BCM) enables business and technology operations to plan, exercise, and 
effectively recover from business disruptions in less time.

The foundation of a successful business continuity program provides a framework 
of planning, assessing, prioritizing, testing, designing and implementing across the 
following areas:

It then correlates this with the critical assets of the organization, helps the business 
visualize critical path items in line of impact, and plan for and mange adverse 
events.

Make disaster information easy to find, use, and share

ServiceNow BCM crisis map delivers the latest satellite imagery and available 
information like storm paths, flood zones, evacuation routes, shelter locations, 
and power outages.

• Visualize crisis impact to your organization to simplify coordination and 
improve response

• Prioritize crisis resources to where they will have the greatest impact
• Plan for and respond to crisis with real time updates

Make fast, informed decisions

Understand dependencies and 
set recovery time and point 
objectives to prioritize critical 
risk

Recover more quickly

Reduce crisis impact with 
continuity plans including site 
definition and predefined 
runbooks

Create plans that work

Identify and close gaps in 
continuity plans by performing 
tabletop and other plan 
exercises

Avoid Surprises

Monitor automated alert feeds 
to identify and map threat 
events and perform scenario 
analysis

Keep plans up to date

Harmonize business continuity, 
disaster recovery, and crisis 
management plans through 
real-time integration with the 
ServiceNow CMDB. Automate 
plan maintenance with business 
continuity disaster recovery 
workflows on the Now platform

Eliminate blind spots

Easily identify gaps between IT 
capabilities and business needs 
across the enterprise

Crisis maps allows you to visualize emergency and weather-related data

Total business value of ServiceNow’s 
integrated risk products white paper

About ServiceNow
ServiceNow (NYSE: NOW) makes the world work better for everyone. Our cloud based platform and solutions help digitize and unify organizations so 
that they can find smarter, faster, better ways to make work flow. So employees and customers can be more connected, more innovative, and more 
agile. And we can all create the future we imagine. The world works with ServiceNow™. For more information, visit: www.servicenow.com.
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